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The 2nd edition of ISO 26262 is released and already considered in 

new projects. However, new technologies like AI or Agile 

Development approaches are not considered or only briefly 

referenced. The complexity of the automotive systems will further 

increase.  

New innovative concepts and solutions need to be considered and 

developed.  

Therefore, exchange of information how to deal with this challenge is 

very important. 
 

Among other topics, during the exida Symposium we will discuss: 

 ISO 26262 & Artificial Intelligence 

 Systematic Integrity (ASIL) and probabilities 

 Learnings from Agile & Scrum 

 Model based Cybersecurity Analysis 

 Latest developments regarding to ASPICE 

 Improvement of Testing in complex systems 
 

Learn more about these interesting topics, meet and discuss with 

our experts and prepare for the future challenges of Automotive  

 

exida Symposium 2019 

Future Challenges of Automotive Safety    
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Topics – Short overview 

Systematic integrity (ASIL) and probabilities 
For the design of high availability systems and machine learning, probabilities play a 

significant role in the architectural system design beyond random hardware faults.   

ISO 26262 uses probability of occurrence of the hazardous event in the form of E & C 

parameters (Exposure & Controllability) only during the Hazard Analysis and Risk 

Assessment (HARA) to determine the Systematic Integrity (ASIL). In later system 

design stages, particularly in the design of the System and SW architecture, ISO 26262 

"forgets" the importance of probabilities of events, which can trigger dangerous system 

behaviour. Modelling the sequence of events and the resulting probability is very 

helpful, however, for defining measures to mitigate systematic failure effects and 

consequently to lower ASIL of subsystems and determine how much testing is enough. 

The presentation will be accompanied by short examples illustrating the determination 

of probabilities in the SOTIF domain. 
 

Presented by Rainer Faller, Arne Haas 

Dependability metrics for deep neural networks 
Deep neural networks are essential components for perceiving the environment in 

safety-critical systems like automated driving. However, current state-of-the-art 

algorithms based on deep neural networks can give high confidence values to falsely 

detected objects or wrong decisions. Therefore, it is important to quantify and control 

their decisions using dependability metrics to eliminate potential hazards in the product 

life cycle. 
 

Presented by Krystian Radlak, Michał Szczepankiewicz, Piotr Serwa 

Overall AI Dependability Lifecycle and ISO 26262 
Next generation driving platforms incorporating AI approaches will require the 

possibility for continuous updates. Today’s ISO 26262 does consider such setups only 

fragmentarily. Nevertheless, an overall concept for an AI related lifecycle is essential to 

ensure a dependable operation of autonomous systems. These concepts are not 

limited to the implementation in a single vehicle but will also need to consider aspects 

such as a fleet operation incl. enhanced field monitoring or backend toolchains. 

This talk aims to outline typical pitfalls and presents techniques on how to overcome 

them in a systemic way. 
 

Presented by Tim Jones, Andre Rossbach 
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Topics – Short overview 

A Model to FMEA Approach for Cybersecurity 
We will present a cybersecurity analysis approach built on semi-formal modelling of the 

system architecture and tool-supported generation of the security FMEA.  

Our approach is based around a semi-formal model of the system architecture which 

facilitates Asset Identification, refinement and allocation of security requirements and 

threat enumeration. With the semi-formal model as input, a comprehensive FMEA 

comprising structure, functions and threats are generated. Measures defined in the 

cybersecurity FMEA are used to further refine the semi-formal model of the system 

architecture. 
 

Presented by Dimitrij Krepis, Dr. Michael Blum 

Learnings from Agile & Scrum 
Agile methods promise to get rid of wasteful overhead and boost efficiency. Cutting 

back overhead is essential to master the challenge of rapidly increasing complexity. 

But what is really overhead and what is useful or even essential? 

exida summarizes the practical experience from truly agile projects: 

- What about „the truth is in the code “? 

- Patterns and Anti-Patterns for agile Safety 

- Product Owner - responsible for Safety? 

- What fits in a Sprint and what doesn’t? 
 

Presented by Florian Bogenberger 

Data Driven Development – Data Engineering Techniques 

and ISO 26262 
In contrast to traditional programming techniques, AI related approaches are data 

driven to a great extent. Data engineering therefore is a crucial discipline for 

implementing dependable systems. This talk aims to highlight the key aspects that are 

related to data engineering such as: 

- Amount and distribution of training and test data 

- Performance evaluation techniques 

- Ensuring dependability despite of continuous updates 

- Dealing with edge cases 

- Typical pitfalls 
 

Presented by Tim Jones, Andre Rossbach 
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Topics – Short overview 

System design with existing (not perfectly ISO-compliant) 

components or IP 
Designers of complex safety critical systems or SoCs often face the challenge of 

having to use existing components or IP which have not been developed according to 

ISO 26262 or do not meet all the expectations (assumed requirements, quality or 

safety metrics, etc.). In this session, we provide some guidance on how to deal with 

such elements, considering both the requirements of ISO 26262 and real-world project 

business needs. Symposium attendees are encouraged, to share their own experience, 

tips and solutions for these challenges in an open discussion following the 

presentation. 
 

Presented by Alexander Griessing 

Failure rates for random HW faults 
Quantitative analyses of random HW faults (e.g. FMEDA, quantitative FTA) are 

required for many safety related elements and systems. To determine proper failure 

rates for the HW components, which are the basis for these quantitative analyses, is a 

major challenge! Measurements, calculations based on international standards and 

handbooks, or other estimations techniques, each with their own pros and cons can be 

used. With a special focus on complex semiconductors, we compare different 

approaches and international standards, and provides practical tips for the estimation 

and processing of failure rates. 
 

Presented by Alexander Griessing 

Improving testing by understanding the triggers that stress 

our designs 
In the design of very complex systems which increasingly include non-deterministic 

behaviours triggering faults during testing is often our last line of defence before driving 

condition result in a dangerous effect. Traditionally we might assume whole units and 

systems do not fail, only the components in the system fail. ISO 26262 provides some 

guidance on testing strategies but no guidance on the underlying systems engineering 

principals and testing best practice. The presentation will show how to enhance testing 

using with real-world examples, system engineering fundamentals and reliability 

approaches to robustness and disturbance management. 
 

Presented by Jonathan Moore 
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Topics – Short overview 

Tool-based code verification for C and C++ in dependable 

projects – systematic approach 
In complex dependable systems, one needs more automation in code/design 

verification in order to scale up. There are many tools that perform different kinds of 

analyses ranging from naming conventions to runtime errors. This presentation gives a 

systematic overview of what is needed and possible to be automatically analysed and 

what techniques and technologies are available. It will also present an exida’s vendor-

independent evaluation of industry-leading and open-source tools. 
 

Presented by Krystian Radlak, Michał Szczepankiewicz, Piotr Serwa 

Coming up next - 3rd revision of IEC 61508, the mother 

standard of Functional Safety 
IEC 61508 is currently in its third revision. The goal is to publish a first CD (Committee 

Draft) by March 2020. The 3rd edition of IEC 61508 is to be published within 3 years. 

This presentation shows which topics are intended to be changed. These changes of 

the “mother standard” can also have an impact on your daily work and future planning. 

Therefore, it is very helpful to be aware of it. Since the presenter of the topic is also a 

leading member of the board the discussions after the official speech might also be 

helpful to clarify further detailed questions. 
 

Presented by Stephan Aschenbrenner 

ASPICE® & Hardware 
Domain-wise, the biggest gap of ASPICE in terms of applicability to full Automotive 

System development, especially when compared to ISO 26262, is in the complete lack 

of any Hardware part. This unfortunate situation is going to end soon.  

As early as February 2018, INTACS appointed a dedicated Working Group for the 

definition of a Hardware Process Assessment Model in compliance to (A)SPICE. The 

WG, in which exida is directly participating, plans its first public release by end of 2019. 

Many important items have already been developed by the WG, such as PRM / PAM 

definition of the four hardware engineering processes, including process purpose and 

outcomes, Base Practices, Output Work Products and WP Characteristics. Mapping to 

(and convergence with) ISO 26262:2018 is one of the key stated objectives of the HW 

PAM. 

During this session a thorough exposition of the status of the HW PAM will be offered 

to Symposium participants by Carlo Donzella, ASPICE® Competent Assessor and 

CFSE™ Certified Functional Safety Expert, exida representative in the HW PAM 

Working Group. 
 

Presented by Carlo Donzella 
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Meet our experts with several 100 years of cumulative experience 

in Automotive Functional Safety, Cybersecurity and ASPICE 

Let’s exchange experience and talk about the future challenges. 

 

We are looking forward to seeing you at our 

Symposium 2019! 

Our Team of Experts 
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Conferences that offer new perspectives 

Hear the stillness. Find tranquillity and concentration. This is the ideal place for creative and effective work. 

You can expect two unforgettable days full of information, exchange and 

impressions at an altitude of 1100m in a dreamlike scenery.  

 Come together/champagne reception on Oct. 23rd at 8 p.m.   

 Two nights (Oct. 23rd / 24th) in a single room 

 Oct. 24th and 25th .: two days symposium with food and drinks* 

 

Location: http://www.arabella-alpenhotel.com/how-to-get-there/ 

 

*soft drinks, beer, wine, coffee, tea. Other alcoholic drinks will be on your own expenses. 

 

Our Symposium Location 
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Hereby I register for the: 
  

exida Symposium Future challenges for Automotive Safety  

  
Date:  October 24 and 25, 2019 

   

Location:  Arabella Alpenhotel am Spitzingsee 

Seeweg 7 

D-83727 Schliersee-Spitzingsee 

Germany 

www.arabella-alpenhotel.com 

Price:   € 1695. -- + tax 

  The price includes the accommodation. 

For registration until 26th of July 2019 we will grant an early bird discount of 10% (1525. -- + tax). 
Deadline for the registration is 31st of August 2019. 

 

Please enter the billing address: 

 

Company:        ____________________________________________________________________ 

 

Name:         ____________________________________________________________________ 

 

Department:        ____________________________________________________________________ 

 

Street:                    ____________________________________________________________________ 

 

Post code and city:  ____________________________________________________________________ 

 

Email:         ____________________________________________________________________ 

 

Phone number:        ____________________________________________________________________ 

 

Please send the filled page via Fax to +49 89 49000548 or email to kerstin.tietel@exida.com.               

You will receive a confirmation email of the registration. 

 

Booking conditions: The symposium will be held in English and the presentation slides will be in English, too. A 

replacement of the registered participant with another person is possible at any time. The acceptance of the 

conditions is part of the registration. exida.com GmbH reserves the right to cancel the symposium short-term in a 

written way. In this case only the symposium fees will be refunded.  

Data protection: The collected personal data are only stored and used for internal purposes related to the 

management of the training. This data is protected by limited access rights. The duration of the archiving depends 

on the legal requirements. 

                    

    ________________________________  

    Date        Signature 

Registration Form 


